Digital technologies have raised key questions about the role of courts in digital policies and regulation from a fundamental rights perspective. Over the past few years European courts and national courts in several Member States of the European Union (EU) have been called upon to consider a number of cases relating to technological advances. In interpreting and applying existing laws they have ruled on disputes concerning new technologies with important fundamental rights implications. In several instances national courts have sought to safeguard fundamental rights by reviewing interference with them in the pursuit of public interests such as national security or the prevention of disorder or crime. On other occasions they have engaged in a balancing exercise to reconcile distinct fundamental rights that are seemingly at odds in the digital setting. The European Court of Human Rights (ECtHR) and the Court of Justice of the European Union (CJEU) have also issued rulings in this regard, delivering authoritative pronouncements on fundamental rights and their protection in the digital era.
As is common knowledge, the ECtHR rules on both individual and state applications alleging breach of the European Convention on Human Rights (ECHR). Individuals may thus seek redress before it for the violation of rights that are safeguarded by the ECHR. The ECHR (adopted in 1950) is a 'living instrument' according to the ECtHR, which 'must be interpreted in the light of present-day conditions'. 1 This means with due account of developments in social and legal circumstances, technological and scientific changes. In a number of recent cases that have been brought before it, the ECtHR has breathed new life into the 1 Tyrer v the UK App no 5856/72 (ECHR, 25 April 1978) , para. 31.
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provisions of the ECHR, testifying to its interaction with technological innovations.
The CJEU has also adjudicated cases related to the development of new technologies. In many cases when interpreting or examining the validity of EU law, it has investigated the compliance of relevant contested measures with fundamental rights. In addition, through the interpretation of EU law provisions the CJEU has also indirectly judged on the compatibility with these provisions of national legislation implementing EU law. Rulings have increasingly drawn on the Charter of Fundamental Rights of the European Union (Charter or CFR), making clear that besides the ECtHR, the CJEU has a key role to play for the upholding of fundamental rights in the digital era.
Judicial review at the national and supranational level has gone hand in hand with the proliferation of cases concerning privacy and the protection of personal data. Technological change has raised a number of questions about privacy, casting doubt on the adequacy of existing laws and policies. The internet in particular, and the ease it offers in terms of disseminating and receiving information, has posed enormous challenges to privacy legislation. Technological developments have further profoundly transformed the way in which personal data are collected, processed, used and shared by both public and private actors, revealing that established legal frameworks might have to be reconsidered. Disputes have not taken long to reach the courts and, significantly, they have been endowed with an important fundamental rights component. National constitutions, and constitutional and higher courts have provided the primary normative and judicial framework for legal action aimed at guaranteeing privacy and data protection rights. Moreover, the ECHR and the Charter have enriched the arsenal of privacy and data protection rights available to litigants, with the ECtHR and the CJEU becoming increasingly targeted for the adjudication of privacy and data protection disputes.
The idea for the edited volume Courts, Privacy and Data Protection in the Digital Environment was born at one of the many conferences that have been taking place over the past years on privacy and data protection. These topics were covered extensively from various angles, but not from the perspective of judicial approaches towards these two fundamental rights. Of course new technologies, the challenges they create for the formulation of national and European digital policies that comply with fundamental rights, and the impact of national and supranational policymaking processes on the protection of privacy and data protection rights have thus far been afforded significant attention in the literature, becoming the object of meticulous analysis. 2 However, there has been less debate on the contribution of European and national courts to the shaping of national constitutional orders concerning privacy and data protection, and the role and ability of courts more broadly to safeguard privacy and data protection in the new digital world. 3 This is a glaring gap in legal and European studies scholarship that this book seeks to fill. The aim of this edited volume is accordingly to examine the jurisprudence of European and national courts on privacy and data protection and to investigate the contribution of European and national judiciaries to the development of legal standards and policies that strike an appropriate balance between privacy and data protection and on the other hand other fundamental rights and interests in a rapidly changing technological environment. Are national and European courts confronted with cases that are based on allegations of a breach of the rights to privacy and data protection? What are the sources of protection of these rights and how are they framed in terms of the nature and scope of protection that is accorded to them? How do national courts balance the rights to privacy and data protection with other fundamental rights and interests? What is the influence of the jurisprudence of the ECtHR and of the CJEU on the process and in what ways have the two European courts dealt with privacy and data protection issues? Furthermore, does resort to national and European courts take place with a clear focus on law and policy reform in support of strengthened protection offered to privacy and data protection or on the contrary to other conflicting rights and interests? Finally, what is the impact of European and national court decisions on national laws and policies? These are the central research questions that this book sets out to address.
Evidently, this volume explores judicial attitudes to privacy and data protection in the context of the European multi-level system of rights protection. Three systems of sources of norms and their judicial arms are discussed: national constitutional norms which are commonly applied and enforced by national constitutional and/or supreme courts, the Charter which is to be upheld by the CJEU but also by national courts in areas that fall within the scope of EU law, and the ECHR, respect for whose provisions is to be ensured by the ECtHR and national courts through the incorporation of the ECHR at the national level. Moreover, the fundamental rights protected by the ECHR constitute general principles of EU law, which brings the two layers of fundamental rights protection -the EU and the ECHR -into alignment, at least to a certain degree. This multi-level structure, which is to become even more interconnected and integrated with the accession of the EU to the ECHR 4 -a project that has been brought to a standstill by the CJEU 5 -renders the study of national and European jurisprudence on the rights to privacy and personal data protection particularly intriguing. This is because each system of norms and judicial branches comes with its own features and characteristics. Consequently, judicial approaches to privacy and data protection may converge but also vary significantly and sometimes even are in contrast to each other. This signals the importance of the rights-related legal norm chosen and invoked, and of the judicial arena selected for the contestation of rules, policies and practices that jeopardize the protection of privacy and personal data.
The attractiveness that courts may or may not have for the issuing of privacy and data protection decisions with a fundamental rights dimension is a key factor conditioning the extent and ways in which individuals and groups become motivated to seek legal redress. This is also the case as regards the extent and ways in which individuals and groups use the law to pursue broader objectives concerned with law and policy reform in support of increased (or conversely, decreased) protection of privacy and personal data rights. Generally speaking, claiming and enforcing rights through courts can prove a precious tool for social mobilization, 6 contributing to broader strategies devised for the modification of laws and policies (such as advocacy campaigns, media campaigns or lobbying the government). Litigation related to fundamental rights has indeed progressively been used as a means to exert pressure for reform, 7 bolstering the power of courts to steer policy-making and influence the design of laws and regulations. This is because in the course of applying and interpreting legal norms, judges can promote or, by contrast, undermine the application of given rules, including those of constitutional value, and in consequence, support or resist specific policy decisions embedded in legislation, which may lead to corroborating and even stimulating law and policy change. Notably, the use of law and resort to courts in the pursuit of such wider objectives of law and policy reform may take place at different levels given the existence of national judicial mechanisms, as well as an array of supranational institutions and structures to which European states belong. In this context, the ECtHR and the CJEU have attracted much interest as platforms of support for organized interests and individuals who seek to affect the law and public policies by asserting their rights.
Against this background, through the examination of national and European jurisprudence on privacy and data protection, this book simultaneously explores litigation patterns before national and European courts. In particular it discusses the type of rights claims brought before the judiciary and it identifies those cases that could be considered as instances of 'strategic' litigation. Strategic litigation is understood to be litigation that is primarily concerned with law and policy reform, based on the selection of cases that allow litigants to penetrate deeper into and address wider societal problems. Strategic litigation hence surpasses the litigant's individual interest. Moreover, as aptly observed in the literature, 'besides seeking to challenge existing laws and policies, strategic litigation can have less ambitious but equally important goals such as to clarify laws, to promote human rights consciousness and public attitude change … [or] to document injustices'. 8 In the field of privacy and data protection, strategic litigation may be instigated by an individual, by an individual on behalf of a group (representative action), a group of individuals (collective action) and public authorities (mostly data protection authorities) as well as supranational bodies such as the EU institutions. In such instances, the intention of litigants can very well go beyond merely winning the case, encompassing broader objectives of law and policy change. It is worth noting, however, that while strategic litigation can take place in pursuit of reformist goals for strengthened protection of privacy and personal data rights, fundamental rights can also be tactically invoked before courts to challenge and contest increased protection given to privacy and personal data safeguards. More concretely, the analysis in this book is structured as follows: not including the introduction, the book is composed of 11 chapters, of which two chapters examine the jurisprudence of the CJEU and the ECtHR in the field of privacy and data protection. The following nine chapters shift attention to national privacy and data protection case law. The aim is not to offer an exhaustive analysis of the case law, but to identify key trends and patterns in national and European judicial reasoning as regards the rights to privacy and data protection and their balancing with other fundamental rights and interests.
Chapter 2 by Maja Brkan highlights the difficulties the CJEU faces when deciding issues relating to privacy and data protection at the EU level. It stresses the need for clarity concerning the relationship between the fundamental right to privacy and the fundamental right to the protection of personal data and critically analyses the most relevant cases in this field such as Digital Rights Ireland, 9 Google Spain, 10 and Schrems. 11 Chapter 3 by Evangelia Psychogiopoulou focuses on the jurisprudence of the ECtHR. It discusses a series of rulings pertaining to Article 8 ECHR on the right to respect for private and family life, home and correspondence, which offers protection to both privacy and personal data, and assesses the stance of the ECtHR particularly as regards conflicts with free speech as well as interference for the purposes of protecting national security and preventing crime.
The analysis continues with the examination of national case law in nine European countries: Belgium, Finland, Germany, Greece, Italy, the Netherlands, Slovakia, Spain and the UK. The countries chosen include Western European countries, which have in principle established fundamental rights policies and institutions, and Eastern European countries whose transition to democratic rule has been associated with processes of strengthening human rights protection, promotion and consolidation. The countries selected also reflect the differences in constitutional traditions between Nordic countries where litigation is in general not embedded in societal issues, and Southern countries where litigation is societally more acceptable. They further depict diversity of legal orders (common law/ civil law) and expose the variety of the judicial systems reviewed, since not all of them have a constitutional court. In fact although the emphasis is generally placed on the jurisprudence of domestic constitutional and Introductionsupreme courts, in those countries without a constitutional court, attention is given, besides the jurisprudence of supreme courts, to rulings issued by lower courts when these raise fundamental rights issues and are therefore of constitutional importance. In addition, the group of countries studied reflects the impact that distinct processes of federalization and devolution within states may have on the protection of fundamental rights. It thus comprises a variety of legal and judicial structures at national and subnational level which distinctly shape the environment in which privacy and data protection rights are invoked, applied and enforced.
Each country chapter follows a similar structure. The first substantive section of each chapter provides a succinct overview of the national legal framework on the protection of privacy and personal data, underlining relevant constitutional provisions when available. The second substantive section of each chapter deals with domestic privacy and data protection jurisprudence, whereas the third substantive section examines the influence of European fundamental rights and of the judgments of the CJEU and the ECtHR on the decisions of national courts. Litigation patterns at the national level are explored at the end, and this is followed by concluding remarks.
Chapter 4 by Paul De Hert on privacy and data protection in Belgium shows a great deal of loyalty towards Europe from the Belgian Constitutional Court. In stark contrast stands the Court of Cassation, whose case law has prioritized prosecutorial and employers' interests to the detriment of privacy and data protection. Chapter 5 by Tuomas Ojanen discusses the lack of jurisprudence of Finnish courts in the field of privacy and data protection. This is not only due to the Nordic legal culture but also to several ex ante measures that prevent cases from actually coming before the courts. Not only do public authorities pay careful attention to respecting citizens' rights, but the data protection regime ascribes great importance to preventive methods of compliance with privacy and data protection requirements. Chapter 6 by Johannes Eichenhofer and Christoph Gusy focuses on the jurisprudence of the German courts. Much of the protection offered to privacy and personal data in Germany stems from the creation of jurisprudential rights, which confirms domestic judges' strong fundamental rights culture. This favours comprehensive protective standards, yet concurrently portrays an important degree of resistance towards European influences. Chapter 7 by Tania Kyriakou probes the jurisprudence of the Greek courts. It explains that although the legal framework is well equipped and fully aligned to European standards, its judicial application is characterized by severe inconsistencies, especially on the part of higher courts such as the Court of Cassation.
